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Paper Terrorism And The 
Bogus UCC-1 Lien War

“Paper Terrorism” does not involve suicide missions, 
bombs or lethal chemicals.  Rather, it is a formidable and evil 
document-filing plague that now spreads through American 
prisons.1  Most recently, these so called “paper terrorists” 
have concocted a scheme to target the good names, reputa-
tions and credit standing of public officials they blame for 
their incarceration. Taking advantage of the computerized 
interfaces between unscreened official government filings 
and commercial reliance on the financial industry’s personal 
financial data storage facilities, they make quick work to 
harass, extort, blackmail and terrorize public officials in their 
personal capacities.  

One such scheme, referred to as the “bogus UCC-1, 
notice of lien scam” reportedly began in an Alaskan prison 
and now has spread in varying degrees through New York 
and other metropolitan prison locales in the northeast United 
States.  This article will address the UCC-1 bogus lien phe-
nomenon, and law enforcement’s various responses includ-
ing, in detail, the civil litigation option.

The UCC-1 or “Notice of Lien”
In its legitimate form, the UCC-1, or “notice of lien,” 

plays an important role in the interplay of routine commercial 
transactions governed through the Internet-friendly Uniform 
Commercial Code.2  Thousands of daily agreements between 
creditors and debtors in all fifty states either permit or require 
the filing of a UCC-1 notice of lien (UCC-1) form.  The 
UCC-1 must be filed with a county clerk or with the New York 
State Department of State (hereinafter referred to as “DOS”), 
which is New York’s official state registry.  DOS accepts more 
than 1500 UCC-1 notices of lien filings each day. 

The UCC-1 protects a creditor’s interest in either prop-
erty or the collateral that supports the extension of credit or 
financing.  It is a simple “fill-in -the blank” form usually 
completed during the financing application process.  Once 
filed, the UCC-1 places other potential creditors on notice 
that that there is a claimed financial interest by another in that 
property. The UCC-1 is routinely filed in sale transactions 

for goods, major appliances, home improvements, and home 
sales.  It is also filed for any other purchases made under 
a written financing agreement, where the lien held by the 
financing company represents their interest in the property 
or goods financed.3 

Comparable to a publicly available mortgage, UCC-1 
filings are available in searchable electronic form on the 
DOS web site, and thus available to anyone with Internet ac-
cess.4  Many financial institutions routinely search the state’s 
UCC- 1 database to assess a potential debtor’s reputation and 
credit worthiness. In fact, the DOS web site proclaims that no 
creditor should extend credit to a potential debtor without first 
checking their UCC web site. Of course, this proclamation 
also supports the state’s interest in collecting the nominal 
fees charged for filing the documents. 

The UCC-1 filing is the weapon of choice for paper 
terrorists because it can be employed in relatively stealth 
mode, is universally accepted, difficult at times to trace to 
its source and has the capability to inflict nationwide dam-
age to its victim’s reputation given today’s computerized and 
internet commerce.

The UCC-1 Effect On Your Credit Rating 
Most banks do not rely exclusively on a UCC-1 data as 

conclusive proof of financial debt. Some banks even reject 
the notion that they use the filings to compute an individual’s 
credit score.  Of course, banking institutions are notoriously 
reluctant to candidly state their specific operational policies 
on the extension of credit because the credit business is ex-
tremely competitive. Just count the number of credit card ap-
plications you receive in the mail during the year! Banks are 
well aware that transparency regarding their credit procedures 
may jeopardize those same procedures, cost them clients, 
and increase fraud.   For these reasons, the consequences 
of a bogus UCC-1 on one’s credit standing are difficult to 
quantify. At the very least, a bogus UCC-1 lien generates a 
cloud on the title to the property which is the subject of the 
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UCC-1, and raises an issue as to debtor’s overall financial 
condition. 

A bogus UCC-1 filed against an unsuspecting individual 
will adversely affect his ability to use the subject property 
as collateral for financing. Let’s take one simple example. 
You apply for financing to buy a car, boat or a house and 
you do not know that a bogus UCC-1 has been filed against 
all your property.5  A prospective creditor who discovers the 
bogus UCC-1 during a routine credit check may suspect you 
of making a material omission in the financing paperwork, 
and have cause to deny or delay financing until you resolve 
the matter.  Your ability to obtain a quick determination of 
the bogus status of the UCC-1 is as likely as receiving an 
admission to the misdeed from the bogus filer. Do the phrases 
“fat chance’” or the proverbial, “up a   ---- creek without a 
paddle, come to mind?

 
The Limited Role of the DOS Filing Office 

DOS has no pre-screening policy for UCC-1 liens, a 
practice consistent with the UCC’s purpose to simplify, 
clarify, modernize and make uniform the law of commercial 
transactions in the fifty states.6  In addition to violating the 
letter and spirit of the UCC, pre-screening UCC-1 liens would 
overburden DOS employees who simply would not be able 
to perform such a task in an expeditious manner.  At best, 
the UCC provides a debtor with correction and termination 
procedures and filing mechanisms, but these procedures are 
time consuming when they involve  uncooperative individu-
als or bogus filings. 7

 
The Response of Law Enforcement

The response by law enforcement has been varied.  Cor-
rectional facilities have promulgated regulations that prohibit 
inmates to send or receive mail related to the UCC.  These 
regulations allow the facilities to designate mail, and “how 
to books” such as Cracking the Code  as contraband subject 
to seizure.8  In large measure, courts have approved these 
prison rules as legitimate penological functions. 9  Addition-
ally, prosecutions for the bogus filings have occurred in cases 
where the bogus lien filers leave a paper trail.10  To be frank, 
though, these prosecutions have little deterrent value, where 
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these paper terrorists are already serving long prison terms, 
and use a bogus lien prosecution as opportunity to break the 
routine of prison life for a “change of scenery.”  Unfortu-
nately, these criminal prosecutions give the paper terrorists 
more of what they want – the power to disrupt the life and 
financial stability of the public official they have targeted.  
In cases where the paper terrorist uses friends, family, and 
out-of-state entities to facilitate his bogus filings, successful 
prosecution becomes problematic when investigation of the 
paper trail becomes costly and time consuming.

The next option is civil litigation.  Although it presents 
a path rarely taken by the criminal prosecutor, civil litiga-
tion provides the concomitant benefit of the UCC’s own 
“home-made remedies,” and the ability to draw an adverse 
inference if a party invokes his Fifth Amendment privilege.11  
Queens County District Attorney Richard A. Brown utilized 
this rare option in the case of Brown v N. Y. S. Department 
of State and James Walker, an unpublished decision, which 
is discussed below. 12  

The Civil Litigation Option & the UCC’s Remedies
In Brown, the Queens District Attorney sued DOS and the 

alleged bogus filer, James Walker. The victims of the bogus 
filing were the trial prosecutor, and the presiding judge in 
the criminal case against Walker. DOS accepted Walker’s 
bogus UCC-1 lien for filing, despite the vague description of 
a security interest in “all of debtor’s assets, land and personal 
property, now owned and hereafter acquired, now existing, 
and hereafter arising, and whenever located . . .” on the notice 
of lien.  DOS, acting solely in its ministerial capacity, duly 
recorded the UCC-1 lien.13  An interesting wrinkle in the case 
was that it pitted one prosecutor against another.  DOS was 
represented by the Office of the New York State Attorney 
General (“AG”). The victim judge, usually represented by the 
AG in litigation, was not considered a party to the litigation 
and, therefore had counsel from the State Office of Court 
Administration. 

Walker (the bogus filer/and purported creditor) had taken 
advantage of UCC Article 9’s new user friendly requirements 
for memorializing secured transactions. To facilitate the elec-
tronic filing of financing statements, lien filers are no longer 
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required to submit manual signatures.  Instead, the debtor 
must authorize the filing, typically by executing a security 
agreement, and the parties need only to “authenticate” the 
relevant records.14  The basis for the fraudulent authorization 
and thereby the “security agreement,” was met when Walker 
simply represented he had notified the prosecutor and judge 
(the “debtors’) by regular mail with due “notice” that the use 
of his name without his express consent required them to pay 
“use fees.” These “use fees,” in turn, created an “implied 
contract” between Walker and the debtors in the amount of 
several hundred thousand dollars per usage! 15 

Walker’s correspondence to the “debtors” (the judge 
and ADA) indicated that their failure to respond to his let-
ters would be interpreted as acceptance of the terms of the 
agreement to pay the use fees and acknowledgment of the 
debt. The fees added up to a tidy sum --- millions of dollars --- 
because of the extensive use of the filer’s name in the criminal 
proceedings. Of course, the alleged implied agreement was 
a sham and not enforceable in the real world of commercial 
transactions under any measure of scrutiny. Nevertheless, in 
the electronic world where no pre-screening exists, the filing 
automatically created problems with the good credit stand-
ing of the judge and prosecutor. Not surprisingly, the bogus 
filing, as expected and intended, created a certain amount 
of anxiety in the courthouse.  As the legal community grew 
to learn about the filing scheme, even the defense bar grew 
concerned that it too would be targeted by unsatisfied clients 
with plenty of time to learn the scheme in jail.

The Queens District Attorney commenced civil litigation 
by show cause order and notice of petition against Walker 
and the DOS filing office as respondents. The petition sought 
expungement of the UCC-1 record (a remedy not legisla-
tively provided) and, alternately, termination of the UCC-1 
as null and void.  Plaintiff also sought a court order to enjoin 
respondents from filing liens of any kind against the “Debt-
ors” by the “Secured Party” without prior court order, and 
authorization to permit the “Debtors,” to file UCC-3 termi-
nation statements against any prospective UCC-1 liens the 
defendant may file without prior court authorization. Finally, 
the plaintiff-DA sought an order for statutory damages against 
the defendant for $500 pursuant to UCC § 9-625.

To support his argument for expungment of the UCC-1 
record, the DA contended that the present legislative rem-
edy – the filing a UCC termination or correction statement 
-- was wholly inadequate because the termination statement 
does not differentiate between a legitimate UCC-1 lien and 
a “bogus” one. The DA pointed out that Walker filed the 

UCC-1 to interfere with, obstruct and delay the criminal court 
proceedings, and intimidate the court and the prosecutor.  The 
plaintiff - DA claimed a violation of the federal constitutional 
right to due process of the targeted public officials, in that 
the bogus filing impaired a protected liberty and property 
interest in reputation, financial security and the concomitant 
ability to secure credit and establish and maintain one’s credit 
standing. The plaintiff DA alternately sought for a termination 
statement to be filed.  

In response, DOS took the position that expungement 
was an unauthorized remedy, and that any remedy available 
under the UCC must be court-ordered.  Respondent Walker 
asserted the defenses of implied contract, equitable interest 
and common law copyright protection. 16 

On decision day, nearly one year after the lawsuit was 
initiated, the court found that Walker failed to show the 
existence of a valid agreement between the parties.17  The 
security agreement Walker enumerated in the UCC-1 lien 
did not provide even the basic requisites of a valid contract 
- a meeting of the minds, and mutual agreement of its terms.  
Here, as the court found, Walker filed the UCC-1 lien with 
the intent to establish an invalid lien and harass the public 
officials involved.  

Although the court rejected Walker’s common law 
copyright defense, it also denied the plaintiff-DA’s request 
to expunge the UCC-1 filing.18 The Court found that the 
DOS filing office was required by law to accept the UCC-1 
for filing because it met the minimum requirements set forth 
in UCC §9-516 (b).  Furthermore, UCC §9-516(b) did not 
provide a basis for DOS to reject the UCC-1 lien for filing, 
even when a lien has been adjudicated invalid or bogus.  In 
recognizing that UCC Article 9, as enacted in New York 
and in most states, simply does not mandate pre-screening 
of UCC-1 financing statements, the court held that it is the  
courts, not the state filing office that must determine the 
validity of a challenged lien. 19  

Addressing plaintiff’s due process argument, the court 
found that the filing did not give rise to any enforceable inter-
est in property and the mere record of a lien does not exert 
a “cognizable burden” on a person’s interest in his or her 
reputation or adversely affect a credit rating.  Rather than a 
due process violation, the court held that the statutory rem-
edies provided in the UCC such as a corrections statement 
(UCC§ 9-519) or a termination statement (UCC§ 9-509) 
were adequate to remedy the harm to victims of illegal or 
bogus lien filings.20
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Finally, the court imposed the $500 statutory damage 
award against defendant under UCC § 9-625 (b).  The cor-
rections department staff at Walker’s state prison facility 
received notification of the UCC-1 scheme and of the dam-
ages awarded in the litigation.  Interestingly, Walker has only 
sparingly used his commissary account since the litigation 
ended, and no subsequent filings have been reported or made 
against any Queens County ADA or judge. Perhaps the $500 
judgment posed a “real world deterrence” to the paper terror-
ist and his colleagues whose “in house” commercial lifeline 
is the valued commissary account?

Conclusion
The gaps created by the crude interface of criminal law 

and advancing technology are inevitably discovered by 
motivated and creative criminals.  The ever-increasing chal-
lenges necessitate continued vigilance by prosecutors. Like 
the player in the “whack-a-mole” game, prosecutors must be 
ready for the next outbreak of criminal creativity by the paper 
terrorist. The use of the UCC-1 as a bogus lien is just the latest 
scheme. The swift and effective response of law enforcement 
is required to avert the goal of the paper terrorist – to inflict 
personal financial hardship on the public official and divert 
their energies from public duty. Law enforcement must con-
tinue to respond actively to these challenges with criminal 
prosecutions, penological strategies and civil lawsuits to 
frustrate these unscrupulous schemes as they arise.  
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